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Abstract. Android becomes the most popular operating system for smart phones
today. However, malicious application proposes a huge threat on Android plat‐
form. Many malware are designed to steal personal information of user or control
the device of user through the network. In this paper, we show how to efficiently
cluster network behavior by analyzing the statistical information of HTTP flow
at the network level. To do so, we observe the specific statistical information on
HTTP flow generated by more than 8,000 malware. In the end, we separate
malware’s malicious network into seven different clusters using clustering tech‐
nology. Our evaluation experiments show that HTTP flows in the same cluster
have similar network behavior and there are big differences between the different
clusters. This similarity and variability are manifested at some specific network-
level statistical characteristics. In addition, in order to show the results of the study
more intuitively, we reduce the dimensionality of the original features, and show
the final clustering results in two-dimensional space.
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1 Introduction

In today, Android platform becomes one of the most popular operating systems on smart
phones. There are millions of applications on different application markets which
provide users with a rich of functionality. These huge numbers of applications are
convenient to the daily life of user, but also provide users with more entertainment
services. A recent report [1] shows that the number of apps in the Google Play Store has
risen from 16 thousand in December 2009 to more than 2 million in February 2016.
Unfortunately, the smartphones running on Android platform have gradually become
the target of the attacker and are infected by malicious applications. Comparing with
other platforms, Android allows users to install applications from a variety of ways, such
as from application markets and from forums, which makes the malware easy to spread.
According to the latest report [2], the number of malicious installation packages hit more
than 8.5 million in 2016, three times more than 2015.

The Android platform offers several security measures to harden malware’s instal‐
lation, such as Android permission system. In order to perform a definite task on the
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device, such as making a call, each app must request the explicit permission from the
user in the process of installing app. However, many users tend to ignore the meaning
of this permission so weaken the original purpose of permission system. In practice,
malicious applications are difficult to be controlled by Android permissions system.

In this paper, we focus on network-level behavioral cluster of HTTP flow generated
by malware. Because HTTP protocol is the main means of malware communicating with
the attacker, we pay attention on the statistical information of HTTP flows. In fact, Zhou
et al. [10] have shown that more than 90% of malware-infected mobile terminals are
controlled by botnets through network or SMS commands. Their observations give us
insights on exploring apps’ network behaviors. Different variants of the same malware
or different malware in same family will exhibit similar malicious activities. We cluster
these network flows according to the similarity of network behavior, and then analyze
the common network behavior of each cluster. To sum up, the main contribution of this
paper are summarized as follows:

• We analyze a large number of malicious network traffic data and then extract seven
statistical features that can effectively characterize each HTTP flow.

• K-Means clustering algorithm is used to separate the network traffic into seven clus‐
ters. Finally, the flows with similar network behavior are gathered into the same
cluster.

• We use TSNE [21] tool to reduce the dimension of network-level features, and visu‐
alize cluster result of flows in the low-dimensional space.

The paper is organized as follows. Section 2 introduces the details of this solution.
Section 3 presents evaluation and Sect. 4 discusses the related work with our solution.
Finally, Sect. 5 concludes the paper.

2 Methodology

We propose a solution for clustering and analyzing the network-level behavior of
malware. The proposed approach undergoes several stages of implementation. The
detailed discussion on the stages of proposed work outlines as follows:

(a) Traffic Collection. We design an Android traffic collection platform specifically to
generate the required network traffic data (Sect. 2.1).

(b) Traffic Pre-process. A flow extraction algorithm is designed to help extract indi‐
vidual HTTP flow from mixed traffic file (Sect. 2.2).

(c) Feature Analysis. We extract seven network-level features to characterize each
HTTP network flow. At the same time, the features are analyzed and processed
(Sect. 2.3).

(d) Traffic clustering. We use the K-Means clustering algorithm to cluster the HTTP
flows with similar network behavior and analyze the common network behavior of
each cluster (Sect. 2.4).
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2.1 Traffic Collection

We design the Android traffic collection platform which is used for collecting the traffic
data generated by a large number of malware and deployed in the University of Jinan
campus network. In order to ensure the safety of the traffic collection framework, a
firewall and NAT server are deployed at the gateway of the campus. As shown in
Fig. 1, the platform consists of three parts, namely, control center, app storage & traffic
management server, and traffic generation & collection. These three parts work together
to complete the generation and acquisition of Android network traffic. The control center
connects with the traffic generation & collection part and the app storage & traffic
management via LAN switch. The control center is responsible for scheduling task. Each
Android app in the app storage server is assigned to a traffic collection machine in the
traffic generation & collection part by the control center. All spare machines can be used
to generate and collect network traffic. Furthermore, collected traffic files will be trans‐
ferred to the traffic management server. Each traffic collection machine typically consists
of two process. They are executing an app and collecting network traffic data generated
by the app respectively. We execute the apps on several simulators, which are automat‐
ically driven by the Android tool, monkey. The monkey tool can send some events to
the Android device randomly when the app is running. To ensure the network traffic
data we collected is generated by the specific app, we only execute one app on one
simulator device each time. The collected traffic data is save as PCAP format files and
the details of this Android traffic collection platform are described in paper [11].

Fig. 1. The architecture of Android traffic collection platform
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2.2 Traffic Pre-process

As we all known, the network flow is a basic unit that the app interacts with the
network. The original network traffic data we obtain from the traffic collection plat‐
form is generated by an app in the first few minutes. However, numerous HTTP flows
generated by the app are mixed with other HTTP flows, and we should separate each
complete flow from the mixed traffic. We have proposed an algorithm that can
extract each complete HTTP flow. The specific process is described in Algorithm
1. The input of this algorithm are the collected traffic (original traffic files), and the
outputs are individual HTTP flows. This algorithm is implemented by combination
Python script with T-shark command.

Data: Network traffic data (a pcap file that generated by one app in a few minutes.
Result: Individual and complete HTTP flows.
Initialize the index id as 0 on searching HTTP flow; 
while true do

Use T-shark command to extract HTTP flow which is pointed by the 
current index; 
if the bytes number of the HTTP flow is smaller than a fixed number then 
break;
else

Write the HTTP flow to a new pcap file from memory;
Increase the index id of HTTP flow; 

end
end

Algorithm 1. The algorithm of obtaining individual HTTP flows

2.3 Features Analysis

Feature Selection. Many of the network traffic features are used to detect mali‐
cious activity or identify particular network behavior in the area of cyber security.
The features we select in our proposed approach are based on different malware
behaviors. These features come from paper [12]. The authors of paper [12] also point
out that seven features are particularly representative. At the same time, they prove
that these seven features can completely distinguish between benign and malicious
network traffic with their experimental results. The reason is that these seven
features can completely describe the characteristics of an HTTP network flow. In
this paper, we use these seven features to analyze malicious network traffic data
generated by malware. The seven features are summarized in Table 1.

Data Normalization. Data normalization is a basic work in data mining. Different
evaluation indicators have different dimensions and the difference between the values
may be large, so analyzing the original data directly may effect the final results. In order
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to eliminate the influence of the differences between the dimensions and the range of
values, it is necessary to carry out standardized processing, that is, to scale the data in
proportion to a specific area. Minimum - maximum standardization is a popular data
normalization method and is used to process traffic feature data. It performs a linear
change on the original data, and the value is mapped to between 0 and 1. The conversion
formula is shown in Eq. 1.

x∗ =
x − min

max − min
(1)

Where max is the maximum value of the sample data and min is the minimum value
of the sample data. The x∗ represents the normalized data x. Minimum - maximum
standardization preserves the relationships that exist in the original data and is the easiest
way to eliminate the effects of dimensions and range of data.

2.4 Traffic Cluster

There are many malware family classification methods, many of which are based on
static scanning of the source code of malware to divide malware to different families.
However, this method is not applied to the network level. That is, although the malware
from same family have similar malicious code fragments, the malicious network
behavior is not necessarily similar. Based on this consideration, we plan to cluster the
malicious network behavior from the network traffic level.

Clustering techniques are widely used in malware detection over the past many years
and can also be applied to detect unknown malicious network traffic through online
learning without labeling. There are many well-known clustering algorithms, such as
K-Means clustering algorithm, hierarchical clustering, density-based clustering algo‐
rithm. Each algorithm has its own most suitable application scenarios. In order to pick
out the best clustering algorithm for our data set, we reduced the network traffic data
using principal component analysis (PCA) algorithm and visualize the data after dimen‐
sionality reduction and finally we choose K-Means algorithm to cluster the traffic flows.

K-Means is one of the simplest unsupervised learning algorithm that solves the well
known clustering problem. This algorithm requires the number of clusters to be speci‐
fied. It scales well to large number of samples and has been used across a large range of

Table 1. Network-level features that can effectively characterize network flow

ID Traffic feature
1 Average packet size (in bytes)
2 Ratio of incoming to outgoing bytes
3 Average number of bytes received per second
4 Average number of packets sent per flow
5 Average number of packets received per flow
6 Average number of bytes sent per flow
7 Average number of bytes received per flow
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application areas in many different fields. In our experiment, the total 8960 malicious
HTTP flows are clustered into seven clusters with K-Means algorithm.

Data Visualization. We use TSNE [21], one famous visualization tools on clustering
results to visualize the clustering result. The design of TSNE is to visualize high-dimen‐
sional data. We always like to show the results of research in a intuitive way, clustering
is no exception. However, it is generally difficult to display the clustering results directly
with the original features when the number of features is usually high (more than 3).
While TSNE provides an effective way to reduce data, so that we can show clustering
results in low-dimensional space. Figure 2 shows the cluster result in the two-dimen‐
sional space. Different colors represent different cluster and samples share common
color within one cluster. Because K-Means is based on the distance of samples to
perform division, the number of samples per cluster is not consistent in Fig. 2.

Fig. 2. Data visualization of K-Means clustering result

3 Evaluation

3.1 Data Sets

Our initial malicious app set is obtained from VirusShare.com website [13] which is a
repository of malware samples to provide security researchers. These malicious malware
contain a total of 8203 samples and are shared on VirusShare.com website from 2015
to 2017. Using our own designed traffic collection platform, the malware generate
14.2 GB network traffic data. We extract 113,735 HTTP flows from these traffic data.

There is one thing to be noted that: Not all network traffic generated by malicious
app are malicious traffic. Many malware are from the repackaged benign apps, so the
malware also contain the basic functions of benign apps. The network traffic they
generate mixes benign and malicious network traffic together, even most of the traffic
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is benign and only a small part of them is the malicious network traffic. In order to ensure
label accuracy of training set, we perform a selection operation on the network traffic
generated by malicious apps. We extract the host or target IP field of each flow and
upload it to Virustotal. If the Host or target IP is malicious, the flow is considered as a
malicious. This malicious network traffic flow will be added to our malicious traffic data
set as one sample of training set. At last, we get 8960 malicious flows that have exact
label from malwares traffic.

3.2 Cluster Evaluation

In our data set, the ground truth label of each sample is not known, so the evaluation
must be performed using the model itself. There are two well known cluster evaluation
metric without labels of dataset and they are Silhouette Coefficient and Calinski-Harabaz
Index respectively.

Silhouette Coefficient. The silhouette coefficient [22] is an evaluation on clustering,
where a higher silhouette coefficient score relates to a model with better defined clusters.
The silhouette coefficient is defined for each sample and is composed of two scores: {a:
The mean distance between a sample and all other points in the same cluster.} {b: The
mean distance between a sample and all other points in the next nearest cluster.} The
silhouette coefficient s for a single sample is then given as Formula (2):

s = b − a

max(a, b)
(2)

The silhouette coefficient for all samples in a cluster is given as the mean of the
silhouette coefficient for each sample. The measure has a range of –1 to 1. Silhouette
analysis can be used to study the separation distance between the resulting clusters. The
silhouette plot displays a measure of how close each point in one cluster is to points in
the neighboring clusters and thus provides a way to assess parameters like number of
clusters visually. Silhouette coefficients (as these values are referred to as) near +1
indicate that the sample is far away from the neighboring clusters. A value of 0 indicates
that the sample is on or very close to the decision boundary between two neighboring
clusters and negative values indicate that those samples might have been assigned to the
wrong cluster.

In our evaluation experiment, the silhouette analysis is used to choose an optimal
value for the number of cluster. Figure 3 shows the different silhouette coefficient values
when the cluster number k is set different values. In Fig. 3, the silhouette plot shows that
the silhouette coefficient at different cluster number k are every close. The cluster number
we set as 5, 6, 7 and 8 respectively and corresponding silhouette coefficient at different
cluster number are 0.50, 0.50, 0.52 and 0.48. The optimal value for the number of cluster
is set as 7 because the silhouette coefficient is maximum. The cluster size from the
thickness of the silhouette plot also can be visualized. The number of samples assigned
to cluster 3 is the largest while cluster 6 owns a few samples when cluster number is 7.
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Fig. 3. The silhouette coefficient and cluster size at different cluster number

Calinski-Harabaz Index. If the ground truth labels are not known, the calinski-
harabaz index also can be used to evaluate the model, where a higher calinski-harabaz
score relates to a model with better defined clusters. For k clusters, the calinski-harabaz
score s is given as the ratio of the between-clusters dispersion mean and the within-
cluster dispersion:

s(k) =
Tr

(
Bk

)

Tr

(
wk

) ×
N − k

k − 1 (3)

where BK is the between group dispersion matrix and WK is the within-cluster dispersion
matrix defined by:

Wk =
∑k

q=1

∑
x∈Cq

(
x − cq

)(
x − cq

)T
Bk =

∑
q

nq

(
cq − c

)(
cq − c

)T

(4)

with N be the number of points in our data, Cq be the set of points in cluster q, cq be the
center of cluster q, c be the center of E, nq be the number of points in cluster q.

In the previous step, we have determined the value of K according to silhouette
coefficient. When the K number is set as 7, the corresponding calinski-harabaz Index
reaches to 10145.46.

3.3 Network Behavior Analysis

We use seven network-level statistical features to separate malicious network traffic into
seven clusters and cluster labels are cluster 0, cluster 1, cluster 2… and cluster 6 respec‐
tively. The number of HTTP flows in each cluster is 1303, 122, 2070, 4351, 2, 839, 3
respectively. Among them, we can find most of HTTP flows are separated into cluster
0, cluster 2 and cluster 3, and the proportion accounts for 15.54%, 23.10% and 48.56%
respectively.

In addition, we calculate the mean and variance of all the features in each cluster in
Figs. 4 and 5. Because there are big differences between the different indicators and
values in individual indicators in the original data, the data we show in Figs. 4 and 5 has
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been subjected to the minimum - maximum normalization for ease of analysis and
presentation. The horizontal axis represents the seven statistical features we select,
which correspond to the description in Table 1. The vertical axis represents the mean
and variance values for different cluster. As can be seen from two figures, the mean and
variance of each cluster are different, especially cluster 0 and cluster 3 where both mean
and variance are much higher than other clusters. We can conclude that there are many
types of malicious traffic data, each malicious traffic data has its own specific network
characteristic, so performing fine-grained analysis on these behaviors is a necessary
work.

Fig. 4. The mean values of all features in per cluster

Fig. 5. The variance values of all features in per cluster

4 Related Work

A large body of research methods on Android malware analysis and detection in recent
years. These methods can be roughly divided into static analysis, dynamic analysis and
network-based traffic analysis. Static analysis method is popular in malware detection,
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such as [3–5]. However, static analysis is challenged by malware’s code polymorphism
and code obfuscation [6], which are used to generate variants of malware to evade
detections. Dynamic analysis method, such as [7–9] can monitor the behavior of an
application at running-time. Although this approach is very effective on identifying
malicious behavior, the monitoring at app running-time has to bear a lot of overhead,
so this method is not well applied to the mobile device.

The work [14, 15] study the clustering of malware at the system level. Specifically,
the study [15] proposes a scalable malware clustering algorithm based on malware
system events. They first perform dynamic analysis to obtain the execution traces of
malware programs. These execution traces are then generalized into behavioral profiles,
which characterize the activity of a program in more abstract terms. By contrast, the
method based on network traffic is always smaller overhead and effectively. There are
some explorations on automatic network signatures generated by malware in previous
works [16–18]. In particular, [17] uses clustering technology to split the worm flow to
different worm classes, but this clustering algorithm does not apply to a large number
of traffic data sets. In the paper [19], the authors propose FLOWR, a system that auto‐
matically identifies mobile apps by continually learning the apps distinguishing features
via traffic analysis. FLOWR focuses solely on key-value pairs in HTTP headers and
intelligently identifies the pairs suitable for app signatures. The study [20] shows an
effective method that group mobile botnets families by analyzing the HTTP traffic they
generate. They also extracts a few statistical features just from HTTP headers for the
task of Android malware detection.

Some malware are more dangerous than the others because of the fact that they
connect with some malicious remote servers in the background to obtain commands or
leak the privacy data of user. Due to the malicious performance of each malware is
different, the malicious network behaviors they produce have big differences. Different
malware can be separated based on these differences. Keeping the seriousness of
malware network-level behavior cluster in mind, this paper has analyzed their network
traffic behavior and observed the deviations in the network behavior of malware.

5 Conclusion

In this paper, we perform analysis on a malicious network traffic that many malware
generate. We extract seven statistical features that can describe the network behavior of
malware. By clustering network flows into different clusters, we observe that the network
flows belonging to the same cluster have similar statistical information, that is, they have
similar network behavior. In addition, the TSNE which is a visualization tool on clus‐
tering results is used to data dimensionality reduction, and finally we visualize the flow
data in two-dimensional space.
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